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PRESENTATION
The following is a condensed version of the presentation. Information papers on topics referenced in the presentation are available at the Fact, Research & Opinion section of our web site, www.urquhartforensics.com.  

Where You Might Use Private Investigators
Some potential uses for private investigation:
1. In the event of a strike, to monitor strikers

2. Pre-employment screening

3. Investigation of allegations of discrimination – racial or gender based

4. Suspected employee infidelity in any number of forms

5. Control of WSIB and Accident and Sickness Claims through surveillance and other forms of investigation

6. By-law enforcement matters

7. As insurers and self insurers for investigations to varying degrees of the incident or accident giving rise to a claim
8. Investigation of the claim itself, whether through surveillance or inquiries 

Item 1 is a specialty best left to those properly equipped to handles strikes.  Items 2 and 3 require investigators especially knowledgeable and sensitive to the relevant legislation.  As for any investigation, you want to be sure the firm you engage has the skills appropriate to the case.  
For item 5, there would be little point in engaging an agency that did not meet the expectations of the WSIB.  

By-law enforcement issues can be sensitive enough without your investigator unleashing other problems for a municipality through an unprofessional investigation, one that did not respect rights to privacy and other legal requirements.  

With respect to items 7 and 8, these are areas where P.I. firms have not done a particularly good job in marketing themselves.  Perhaps there are not that many suitably qualified but we could be providing a service in this area more often than we do.  Many of you have a risk management department staffed by people capable in a range of investigative activity, not unlike the claims department of an insurance company.  You may have limited the use of outside investigative services to surveillance where, looking forward to presentation of the evidence you want to be sure the party presenting the evidence is not your employee. 
Work loads alone may require engaging outside services too  We cannot, by our licensing be involved in adjusting of claims but for the investigative portion, the simple fact is, we do it for at least 25 % less, and probably quicker.  Not every private investigator is skilled in this area but many are.  We would encourage you to determine whether your agency of choice has that ability to provide that service.  You and your counsel will be encouraged by the result.  Indeed, you may find your counsel is already choosing an investigator over an adjuster to get done the investigation that is needed.
Regulation of Private Investigators  
Historically private investigators and security guards have been governed by the same provincial act, now known as The Private Security and Investigative Services Act, 2005 most of which came into effect in August 23, 2007. 

The Ministry of Community Safety and Correctional Services, the same ministry as oversees the police administers the previously mentioned act, including the licensing of private investigators.  
There are Agency and individual licenses.

One seeking an agency license must submit to a fairly rigorous examination of their affairs including the filing of a business plan, a procedures manual, proof of financial responsibility and proof they know something of private investigation.  Nevertheless, there is a high failure rate of private investigation agencies.  One contributor to that may be that no private investigator is involved in the process of determining whether the applicant is suitably qualified to operate a private investigation agency, or operate a business.  Traditionally, those handling such matters have been Ontario Provincial Police Officers.

Issuance of individual licenses currently have no restrictions beyond requirements that one be 18 or over, able to work in Canada and be without a serious criminal record.  There is no knowledge requirement but there will be, no later than November 30, 2008 the date by which the regulation respecting basic training is to take effect.  
Currently it is not known what that basic training will be not who may provide it.  
Once licensed a private investigator is free to change employer or obtain additional employment with another agency
Another significant change with this legislation is the portability of a private investigator (or security guard) license.  It used to be that an investigator could work for only one agency at a time.

The change recognizes that many private investigators such as those working in store security and security guards receive less than full time employment from one agency.  This hopefully will make a career for those fields realistic.  

Those with any concern for conflict of interest or confidentiality of their information should take heed.  There is now a greater responsibility on the individual agency to control exclusivity and information.  Now, only the restriction is by the employing agency.

Consistent with portability, while it used to be that individual licensee identification cards identified the agency employing the individual, that is no longer the case.  Further, one, as probably very many do, can now hold an individual license but not be attached to any agency.  They definitely may not solicit or perform work directly for the public but they may hold the individual PI license.  

What is a Private Investigator? 
A person who performs work for remuneration that consists primarily of conducting investigations in order to provide information, such as on the character or actions of a person; the business o occupation of a person; and the whereabouts of persons or property (Section 39 subsections 2 and 3, PSISA, 2005)

One feature of the new Act is varying degrees of regulation of in house investigators.  It used to be that provided one did work for only one client, no license was required.  For the most part, just registration is required.
Jurisdiction
Some jurisdictions have no restriction about investigators continuing an investigation into theirs.  Others, such as Ontario allow an investigator working on a matter originating in one province or territory to continue into another as the investigation leads.  
As a general rule, that is the case into the United States as well, recognizing the importance of being able to require the investigator’s attendance at trial.  

Insurance 
Ontario Regulation 462/07 under Private Security and Investigative Services Act

Every licensed business entity shall carry general liability insurance in the amount of at least $2,000,000.  

There are surprisingly few successful claims against private investigators, The few that have succeeded have been for failure to perform, such as in delivery or filing of documents in a legal proceeding in time.  
We are surprised by the dearth of cases against private investigators for libel or slander.  There is the occasional unreported case of a plaintiff shut out on his damage claim including the private investigator along with perhaps defense counsel as a defendant when he taking another run at the matter.  We expect that with the public’s increasing awareness of privacy concerns, there will be damages sought.  

We are forever concerned about the risk of causing harm to the public such as through overly aggressive driving to keep up with a subject under surveillance.  There has to be a balance if we are to do our job but clients too should be concerned about their potential vicarious liability in such circumstances.  
Personal Information Protection and Electronic Documents Act (PIPEDA)
You are familiar with the Municipal Freedom of Information and Protection of Privacy Act.  Until The Personal Information Protection and Electronic Documents Act (PIPEDA) we in private organizations had nothing that was comparable.  
Personal Information
· name, age, weight, height 

· medical records, credit records, loan records 

· income, purchases, spending habits 

· employment history, record of absences 

· race, ethnic origin, colour 

· blood type, DNA code, fingerprints 

· marital status, religion 

· education 

· home address and telephone number
Sections 7(3) (d) and 7(3) (h.2) pertain to the non-consensual disclosure an individual’s personal information to and from third party organizations.
An organisation may disclose personal information to an investigative body for the purposes related to the investigation of a breach of an agreement or contravention of a federal or provincial law ; 
If knowledge and consent would compromise the availability or accuracy of the information  
Initial investigative bodies were the insurance Crime Prevention Bureau and the Bank Crime Prevention and Investigation Office of the Canadian Bankers’ Association.  The legislation allowed other organizations to apply.  The Council of Private Investigators – Ontario undertook the application and obtained Investigative Body Status for Private Investigators as a class, provided:  
Requirements for Investigative Body Status
(Private Investigation Agencies)
· The Agency is a partnership or a corporation;

· The Agency is licensed; and 
· It is member of a professional association that has a privacy policy compliant with the CSA Model Code and itself has such a privacy policy.  (Most agencies obtained this by adopting the CPI-O code.)

Summary - Basic Legal Requirements To Operate As A Private Investigation Agency
1. Licensed Partnership or Corporation with Individually Licensed Investigators

2. Liability Insurance with a Minimum $2,000,000 Liability Limit
3. Membership in a Professional Body with a CSA Compliant Privacy Code (CPI-O)

4. Agency CSA Compliant Privacy Code

5. Investigative Body Status as a Result of 1, 3 and 4

The Legality of What We Do
It is in the interest of client and investigation agency alike for each case to be PIPEDA compliant.  

PIPEDA Compliance
· Document at the commencement of any investigation the purpose for collecting, using and disclosing personal information 
· The purpose of the investigation must reasonably relate to a breach of contract or a contravention of a law
In some cases, such as pre-employment screening, consent will be available but in many it will not without compromising the availability and or accuracy of the information.  (Evidence gathered by surveillance is considered to be personal information.) Then it is a question of what is reasonable.  You will see from decisions reviewed later, it seems what was reasonable to investigate before PIPEDA is still reasonable.  
Investigation and surveillance as a means to detect potential fraud is clearly acceptable.  Breach of contract brings in matters of insurance.  Investigations, including surveillance have been consistently deemed acceptable for employers dealing with employment contracts – most examined were in a union environment.  Those same methods are repeatedly accepted as a reasonable means to examine a defendant’s exposure in tort cases, those being grounded in alleged contravention of laws.   Simply put, the conducting of investigations of plaintiffs in third party claims is permissible.  
Other Statute Law Considerations
Private investigators have no special powers or exemptions.  In addition to laws and regulations that allow them to do their work, they must be aware of the potential significance of any other number of pieces of legislation to their work.  Here are just a few examples of legislation that would govern them on any given day in how they do their work.  

· PS&ISA, Regulations and Registrar’s Gudelines

· Criminal Code & Highway Traffic Act (anti-stalking provisions of the Code, dangerous driving, HTA and CCC, etc.)

· Consumer Reporting Act

· Law Society of Upper Canada Professional Code of Conduct

In a similar vein, we need to be familiar with what governs you the client’s relationship with the subject of the investigation, e.g., a union contract or other contract of employment, an insurance contract, litigation pending etc..  
Case Review
For decisions under PIPEDA go to Federal Privacy Commissioner’s site, www.privcom.ca
Provincial Privacy Commissioner’ site is at www.ipc.on.ca 

Whether there was an unjustified invasion of one’s personal privacy…

Privacy Commissioner’s Case # 269

An employer’s reliance on paragraphs 7(1)(b) and 7(2)(d) to collect and use the complainant’s personal information without his knowledge and consent was accepted.  (There are no reported cases of it not being accepted.) The employer had reasonable and probable cause to believe the employee was violating his employment contract.  The employer had exhausted all other reasonable efforts in obtaining accurate information from his employer with his knowledge and consent and resorted to surveillance.  
Recommended that the company formalize the steps it took by developing policy and practices that are privacy conscious, taking into account:

· video surveillance is a last resort and should only be contemplated if all other avenues of collecting personal information have been exhausted; 

· the decision to undertake video surveillance should be made at a very senior level of the organization; and 

· the private investigator should be instructed to collect personal information in accordance with the Act, and should be especially mindful of Principle 4.4.

Privacy Commissioner’s Case # 311

MVA personal injury action from 2000.  Defendant’s insurer hired P.I. for surveillance, conducted over three weeks.  Complaint that information had been collected without knowledge and consent found to be without merit.
Milner v. Manufacturers Life Insurance [2005] B.C.J. No. 2632 (B.C.S.C.)

Milner claiming continuing disability benefits.  Surveillance included footage obtained from the street:

· Through Milner’s undraped window of her;
· Of her daughter partially undressed; and

· Of her sons playing in the street

Was Milner's Privacy Violated? 

Although her expectation of privacy may legitimately be higher while in her house, on the night in question the blinds were open and the lights were on. Anyone could have seen her helping her daughter while just passing by the house. Further, Milner ought to have reasonably known that Manulife was investigating her claim and that it was possible that video surveillance would be used. 

Manulife had a lawful interest in conducting surveillance of Milner considering the nature of her claim and the credibility issues her conduct raised. 

Weighing this lawful interest against what Milner's reasonable expectation of privacy, Milner was not entitled to an expectation of privacy in the circumstances. 

Was the Privacy of Milner's Sons Violated? 

The videotape of Milner's sons was not a violation of their privacy. They were in a public place at the time and they had no reasonable expectation of privacy. 


Was the Privacy of daughter Andrea Milner Violated? 

Andrea's entitlement to an expectation of privacy was higher than that of her mother. Although she was in full view of any passer-by, she was nonetheless inside her home while the video was being taken. The entitlement to privacy is highest when the expectation is greatest. 

Unlike with regards to Milner, Manulife had no lawful interest in videotaping Andrea. Andrea was not the subject of the insurance investigation and therefore it is reasonable for her to expect that she would not be videotaped while in her home, particularly while in a state of partial undress. 

Having concluded that Andrea was entitled to a higher degree of privacy than her mother. The actions of the private investigator were willful.  The private investigator should have known that continuing to videotape Andrea once she had removed her shirt was a violation of her privacy. 

This is particularly so considering that Milner left the room while Andrea was in a partial state of undress. When this occurred, the private investigator had no claim of right would give rise to an honest belief that he had a legal justification to continue filming Andrea. 


The final consideration in determining if Andrea's privacy was violated is the nature, incidence and occasion of the investigator's conduct and the relationship between the parties. The nature of the surveillance in this case was clandestine and utilized a zoom lens. There was no relationship between the investigator and Andrea; the only relationship the investigator had in the circumstances was with Milner. Taking this into consideration, Andrea privacy was violated by the videotape surveillance. 

Andrea’s damages were evaluated at $500.oo but as she was not a party to the action, she received nothing. 
Johnson Matthey Ltd. v. USW  2004 CanLII 55276 (ON L.A.)  (Labour Arbitration)

Not only is surveillance evidence relevant, but it usually possesses the virtues of accuracy and reliability.  It may be an exaggeration to say that the camera never lies, but the camera certainly reflects reality more reliably than witnesses, who often have a faulty memory or a vested interest in distorting, misrepresenting, omitting or adding facts.  It is my view that an arbitrator must have a strong and compelling reason to exclude evidence that is potentially so helpful in separating fact from fiction.  
Arbitrator’s Test for Acceptance of Surveillance Evidence

· Were there reasonable grounds for undertaking the surveillance in the first pace?

· Was the surveillance conducted in a reasonable manner?

Ferency v. MCI Medical April 14, 2004, Can LII 12555 (ON S.C.)

· A complaint that surveillance evidence was collected in violation of PIPEDA has no direct impact on the issue of admissibility of evidence at trial.

· When the evidence at issue is relevant, and the probative value of the evidence exceeds its prejudicial effect, it is admissible.

· The surveillance was undertaken in a public place and relates directly to the alleged disability.  The introduction of such evidence has the potential to operate unfavourably to the plaintiff, but not to render the trial unfair.

The message of Ferenczy is that if you (or your insured) have been sued (or if an action is imminent) the rules of PIPEDA are of limited import.  
TOOLS OF THE TRADE

Conventional Surveillance

Undercover

Unmonitored Surveillance – See www.urquhartforensics.com, Fact, Research & Opinion, Unmonitored Cameras – Not As Simple As We Might Hope

Pretexts – permitted if not for a criminal purpose, not specifically prohibited and “justifiable under the circumstances.” – Decision to use subject to a protocol that includes client consultation. 
Information Sources

1. Witnesses

2. Publicly Available records

3. Court Records

4. Controlled Access Sources

5. Confidential sources

6. Tracking and listening devices
Number 1 is fairly obvious – a person who has information of consequence to the matter of concern.  One need only secure their cooperation and preserve their evidence.  

Number 2 could be the media, the internet, telephone records – anything that anyone can go to without restriction.  The skill is in realizing their existence, knowing what they are and knowing how to use that information.  The simplest example is the telephone record.  The person who recognizes it for what it is, a list of the holders of certain telephone numbers as of a certain date and the address where that number rings will do more with it than the person who blindly believes it shows them where someone lives.  There is a lot of skill in using simple information like that, especially when used in conjunction with other information sources.  

Court records are still accessible to us, if we can give a reason acceptable to the clerk for wanting to see them.  Being likeable helps.  What is filed in a family law proceeding can be very insightful, often containing affidavits of information that contradicts what is being alleged in a matter being investigated, e.g., in the support proceeding the subject’s earnings prospects are limited but in the personal injury action, but for the injury the sky was the limit or, in the former the spouse’s abuse affected her ability to work but in the personal injury action it was injuries received in that accident.  

This is an example of a source recognized by some private investigators but largely unknown to those in the public sector used to access to more restricted sources.  We have been asked in the past to show former RCMP officers how to use such records.    

Examples of records falling under item 4 are Ministry of Transportation records, lien registrations, credit records and real property records.  All require that we be pre-approved and in some cases, such as for MTO records, we are regularly audited.  We must show why we did a search and justify it.  With MTO searches now, we cannot release the results to a client, but that information can be disclosed if we then develop it through other means, e.g., we might get a subject’s address from the Ministry and then confirm it just by looking in the phone book or going to that address.  Then we can say where the subject lives.  

MTO records are a rare example of something many PIs can access that most civilians cannot.

In addition to being useful to locate people, these records are essential to develop detail of a person’s assets, for example.  Many provinces do allow access to these records.    

A degree of financial responsibility is required to be allowed access.  It is hard to imagine how one can be in business without this sort of access but it is surprising how few have the range of access mentioned.  It is one of the things you might want to know about any agency you use.  

Item 5 in this list is confidential sources.  We all have them and we use them with discretion.  Their information is restricted to being an investigative tool.  Information from a confidential source cannot practically be used in any proceeding.   No private investigator has legal access to CPIC, the Canadian Police Information Computer containing criminal records, but he may have a contact who does.  With discretion he might, at considerable peril to himself and his source access that information using it to direct him in a particular direction.  Similarly, one might access income tax returns.  There is nothing proper about it, but it is done.  The client of a PI firm receiving such spectacular information probably should be concerned with where it is coming from.  

For a huge example of the potential consequences for a client who does not question how information was developed, there was a Royal Commission Inquiry ending in 1980 by Mr. Justice Horace Krever.  It too is reviewed in the Fact, Research & Opinion section of our web site, Have We Forgotten the Krever Commission Inquiry?       

Tracking devices – the agency owns tracking devices that operate on GPS technology.  They are remarkably accurate and can be placed in a vehicle, if owned by the client.  Many of our cellular phones have limited ability in this area.  Bell calls it GoTrax and Telus calls theirs Trackem GPS.  They give a text message, “You have been located.”

GPS Fleet Tracking service is known to operators who accept the merit of purpose.  We would use it covertly in or on a client owned vehicle where there was reason to suspect an employee was taking the vehicle where he should not, such as off his route for an improper purpose.  It tells us everywhere the vehicle stops for more than a predetermined period and the speed travelled between those points.  

Section 492 (1)of the Criminal Code provides for warrants allowing placement of tracking devices other than in the limited circumstances described if it is suspected an offence under the Code or any other act of Parliament is being or will be committed.  Otherwise, except where it involves an owned vehicle, its use probably is inappropriate.

Such devices may have a use in a package too.  

Listening devices - any civilians can record covertly and without permission any conversation to which they are a party, whether it be on the phone or in person.  Amplification devices though are illegal. To avoid difficulties, such as might arise from capturing a conversation while concealed nearby conducting surveillance, investigators commonly disable the microphones on their cameras.     That practice also avoids recording of indiscreet comments.
Cases That Went Right
There is no shortage of stories a P.I can tell of successes he or she has had.  In surveillance, that perceived “success” may have been a subject who cooperated by engaging in some contradictory activity in public view.  A better, more professional measure is when we have been able to provide the client accurate information sufficient to make an informed decision.  A client once said our product was CLARITY OF THOUGHT.  
The case that goes well invariably is one where you are not left wondering “what else was there?”  Repeatedly, the examples reviewed in the presentation demonstrated an analytical approach being used.   

Cases that go wrong

Question:  What could be worse than being told by your investigator that he has lost the subject?  

Answer:  Being told by the subject of the investigation that he thinks he is under surveillance and he wonders if you have anything to do with it.  

Being burnt or losing the subject are common occurrences and no one should consider surveillance if they are not ready for either outcome.  Losing the subject is preferable.  

 

Cases also go wrong when:  
A. The actions of the Investigator cause the evidence to be inadmissible; or when
B. The subject is able to take the focus off the evidence and put it on the investigator.
Situation A. can result when the investigator, acting as an extension of counsel does something that the Rules of Professional conduct forbid a lawyer doing, such as having contact with the subject; or

Less than professional remarks by the investigator on tape about the subject – a a reason not to record sound – caused the judge to conclude it was an indicator of an attitude and to allow the evidence would bring the proceeding into disrepute.  

Situation B can arise when counsel for the subject goes looking for ways to deal with surveillance evidence. If the video is of good quality, there is not much to be said about it.  If there is no reasonable basis to argue the investigator has been selective – hopefully no one does that anymore - then all that is left is to take a look at the investigator.  The Registrar is quite willing to make available their record on any licensee, especially one who has been a problem.  If there is a record of a P.I. being less than professional, it is out there waiting for someone to use it for their benefit.  A reason to know your investigator.   

What Does It Cost – Investigation Budget Analysis
This portion of the presentation comes from an in depth, approximately 10 page paper that will shortly appear on our web site, 
Fact, Opinion & Research, What Does It Cost – Investigation Budget Analysis
" 

www.urquhartforensics.com

Fact, Research & Opinion, What Does It Cost – Investigation Budget Analysis

We think you would find the information contained there insightful.  
Selecting a Private Investigation Agency  
Obtain the Paper Documentation


Proof of licensing


Proof of insurance


Corporation Profile


Verification of claimed qualifications

Proof of membership in the CPI-O or similar with an enforceable code of conduct and compatable privacy code allowing Investigative Body status, and for how long? (Did they just join because you asked?)
Proof of Authorised Requestor Status with Ministry of Transportation

A sample format report

Fee schedule – what is included in the hourly rate?

What Equipment and Support Do They Really Have and Supply to Their Investigators?
Visit their premises – be shown the security measures in place and the equipment available to each investigator – what do they have with them at all times, e.g., quality video camera and tripod, covert camera installation, communications support, etc. – with what other information sources are they approved for immediate access?  
Knowledge and Experience – Is it relevant to your needs?
For example, there is much to be said for police experience.  Certainly there can be a lot learned with a police service that is transferable, but there is much that is different, as most thoughtful police officers who have transferred to private investigation will tell you.  
If a police officer errs in the performance of his or her duties a prosecution may be lost and the progress of the officer’s career affected.  A mistake by a private investigator exposes him or her to civil liability.

Private Investigators do not have the legal immunity enjoyed by investigators in the public sector.
Police officers cannot be in a conflict of interest – private investigators regularly must recognize and avoid conflicts of interest.

Surveillance in a police operation is a lot different than can usually be afforded in a civil matter.
Are they informed and involved, i.e., are they professionals?

Some claim leadership in the industry but would not be recognised at an industry function.  More P.I.s will be found networking at an insurance adjusters’ function than at a meeting of the Council of Private Investigators.  
Unlike any other profession that places one in a position of trust, there are almost no enforceable rules prescribing how a private investigator will do his / her job.  Lawyers undergo extensive, uniform training and testing before being allowed to practice and are governed by such publications as the Rules of Civil Procedure dictating how their work will be done, including the forms they will use to do it.  Professional accountants are subject to much the same.  Independent insurance adjusters, although not necessarily subject to a uniform prerequisite study program, undergo testing for knowledge and competency to be licensed.  The testing on the horizon for private investigators will be directed toward the lowest common denominator.  It will remain incumbent upon the client to do the research to protect their interests.  
Is the agency “independent”, reducing the likelihood of conflicts of interest and other ethical concerns or the appearance of such?
For a detailed discussion of this aspect, please see the soon to be posted, Have We ForgottenThe Krever Commission Inquiry?, an information paper appearing in the Fact, Research & Opinion section of our web site, www.urquhartforensics.com.  That exhaustive Royal Commission Inquiry, reported in 1980 dealt with the business practices of private investigators and their clients.  Recommendations included that there be no corporate relationships between private investigtion agencies and independnet insurance adjusting agencies.  Since 2000 three agencies operating in Ontario have developed corporate relationships with independent insurance adjusting firms and other providers of services to the insurance industry, including a rehabilitation consulting firm.  

Do they have a presence where the services are required? 

With some exceptions, we offer our services only where we have a presence.  A local investigator with local knowledge has a definite advantage.  If it is surveillance, the investigator can make “spot checks” to advantage and be in a position to know when best to proceed and what will be needed.  Additional support, if required is close at hand.  Compare that to the dilemma of the investigator who has traveled a hundred kilometres or more to find the subject is not home.    
Agency Stability and Integrity

How long in business? 
Financial Circumstances – ask for a credit history on agency corporation and principals

What complaints have there been to the Registrar?

References

The best judge of the quality and usefulness of an agency’s work probably is the litigation counsel who has put the agency’s work to the ultimate test. Until then, no one really knows for sure how good was their work.

Copyright 2008,  William Urquhart
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While a measure of risk taking is part of every day life if valued goals are to be attained, the question will be whether the activities of private investigators are seen as necessary for achieving a valued goal in the eyes of a reasonable person.
Gillian Purvis, Paper, Issue:Could a Private Investigator be Charged Under S. 264 of Bill C-126?
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